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How does Integrated Risk Management 
help reduce costs and increase efficiency

to achieve GRC goals



• Today’s session will be 45 minutes with 15 minutes for Q&A at the end.
• Please submit your questions through the Q&A panel on your Zoom console.
• A copy of the slides will be shared with attendees.

Housekeeping



• Integrated Risk Management today and its challenges to the 3 line-of-defense 

• Balance between managing risks and identifying opportunities

• Key areas to consider to achieve “reasonable assurance”

• Unified or integrated reporting for the executive leadership

Agenda
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Integrated Risk Management and its challenges to the 3LoD 
Attributes of Integrated Risk Management* Challenges to 3 LoD

Strategy: Implementation and enablement of a consistent strategy and 
framework 

Assessment: Identification, evaluation and prioritization of risks

Response: Identification and implementation of mechanisms to mitigate risk

Communication and reporting: Provision of the best or most appropriate 
means to track and inform stakeholders of an enterprise’s risk response

Monitoring: Identification and implementation of processes that methodically 
track governance objectives, risks to those objectives, compliance with 
policies and decisions that are set through the governance process, risk 
ownership/accountability, and the effectiveness of risk mitigation and controls.

Technology: Design and implementation of an IRM solution (IRMS) 
architecture.
*From Gartner: https://www.gartner.com/en/information-technology/glossary/integrated-risk-management-irm

Differences in measures of progress to support the strategy resulting 
in convoluted reporting

Risk taxonomy differs across the lines-of-defense

Different testing methods and approach to mitigate risk

Complex and fragmented reporting – what, how and timeliness of 
reporting leading to “assurance fatigue”

Duplicated efforts across External and Internal Assurance providers 
leading to audit fatigue 

Various technologies used by different teams within and across the 
line-of-defense
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Poll #1: 
What are the challenges you are facing with Integrated 

Assurance reporting? 

Please submit your selection to the poll question. You can select multiple responses. 

1. Method of data collection from each assurance function / LoD (e.g. Email, Shared Drive, etc.)
2. Timeliness of data collection from each assurance function / LoD (e.g. ad-hoc, periodically, scheduled, etc.)
3. Disjointed scoring & measurement methodologies (e.g. High/Medium/Low, Good/Excellent) 

4. Repeated assessments on similar processes/controls (e.g. Cybersecurity Assessment, Data Privacy Review, etc.)
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Benefits of IRM and Combined Assurance
• Adopt Combined assurance to prevent “assurance fatigue” 

and the following benefits*
• One voice and taxonomy across all governance 

bodies and functions in the organization
• Efficiency in collecting and reporting information
• Common view of risks and issues across the 

organization
• More effective governance, risk, and control oversight

Benefits of Combined Assurance Tangible Deliverables of Combined 
Assurance

Consolidated, single source of truth Accessible and harmonized data
More informed Board and Executive Leadership Integrated, holistic assurance reporting 

Streamlined workflows/time savings Automated, standardized process
*Source: Combined Assurance: One Language, One Voice, One View by Sam C. J. Huibers from IIA CBOK (Common Body of knowledge 
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Key areas to consider to achieve "reasonable assurance"

Separate Internal Audit Function Combined 
Functions

Integrated 
Audit

Process 
Integration

Alignment 
Through 
Activities

Functional 
Integration 
(not preferred)

Audits Performed 
Jointly

Coordinated 
Planning and 

Reporting

Sharing of 
Information to 
Align Activities

Combining 
Hierarchical Lines

Audit to coordinate audit 
execution and ensure 
compliance with IPPF 

standards

Audit coordinates planning 
and provides integrated 
reports to the board and 

audit committee

Coordination can be either 
on a structured or an ad-

hoc basis

Consider safeguards and 
boundaries to ensure 

independence

*Source: Combined Assurance: One Language, One Voice, One View by Sam C. J. Huibers from IIA CBOK (Common Body of knowledge 
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Critical Components to implement IRM

1. ERM Maturity
 Success of combined assurance implementation depend on ERM’s maturity

2. Combined Assurance Awareness
 Tone at the top: board-level and executive leadership

3. Combined Assurance Champion
 CAE/IAF could become the custodian of daily combined assurance

4. Combined Assurance Strategy
 Identify areas that need assurance based on board, executive, and stakeholder 

priorities
5. Assurance Mapping

 Coverage areas aligned to Assurance providers
6. Combined Assurance Report

 A global picture of assurance coverage to the board and the audit committee to 
allow both to exercise their oversight role appropriately 

*Source: “Implementing combined assurance: insights from multiple case studies” by Loïc Decaux and Gerrit Sarens Louvain School of Management, Université Catholique de Louvain, Louvain-la-Neuve, Belgium

Adopted from How to implement Combined Assurance: Critical Components
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Types of 
Assurance 
Reporting

• Mapping to Strategic Priorities

• Mapping to Processes

• Mapping to Key Risks

• Mapping to ESG Objectives 

Unified or Integrated Risk reporting for Executive Leadership
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• Map areas that need 
assurance based on board, 
executive, and stakeholder 
priorities and link to 
organization’s strategic risks

• Key risks and key controls 
being reported multiple times 
to multiple assurance functions 
(ie. Audit, Risk, Compliance, 
Regulators)

Strategic Priorities

Processes

Key RisksAssurance – Mapping to Strategic Priorities



11 © 2021 Diligent Corporation

• Each LoD performing 
independent 
assessments/reviews

• Provide Management 
with clear picture of risk 
& control posture

Assurance Map of processes and business areas being monitored and regularly assessed

Strategic Priorities

Processes

Key RisksAssurance – Mapping to Processes
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Assessing activities aligned to key risks to determine the actual risk level

1st LoD –
Management Process 

& Self-Assessment

2nd LoD -
Risk Management &

Compliance Management

3rd LoD –
Internal Audit

Strategic Priorities

Processes

Key RisksAssurance – Mapping to Key Risks
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Assessing activities aligned to ESG Objectives to determine the organization’s ESG Health
ESG Health Scorecard – Mapping to ESG Objectives 

ENVIRONMENT: Climate-Related Risks, Opportunities, and Financial Impacts

SOCIAL: People Related Risks, Opportunities, and Financial Impacts

GOVERNANCE

Risk Assurance by Business Area

Impact of Risk Assurance work 
carried out by 3LoDs on ESG
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Data-Driven Assurance

1st line 
AssessmentInternal Audit

Robotics, Analytics and Machine Learning

Other
GRC Tools

Data
Sources

Connectors

Enterprise Risk & Control Framework
Unified Domain Model

Executive Oversight
Business Insight

2nd line 
Monitoring
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Poll #2: 
How are you feeling about your progress to integrated risk 

reporting?

Please submit your option to the poll question.
1. Excellent - I’m confident I’m on the right path!
2. Good - but I could use some help from Diligent
3. Getting started – I would like more information
4. Not a priority right now
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Key 
Takeaways

• Improve clarity of risk & compliance posture across 
functions

• Increase focus on stakeholder priorities

• Establish shared responsibility model across the 
organization

• Streamline reporting with flexible scoring 
methodologies
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